Instructions for manual security override on PC

Let’s assume you have downloaded OCHRE, want to open it and you click OK:

Opening ochre7jnlp —— M

You have chosen to open:

i« ochreZ.jnlp

which is: JNLP File (4.2 KB)
from: http://ochre.lib.uchicago.edu

What should Firefox do with this file?

Java(TM) Web Start Launcher (default)

() SaveFile

["] Do this automatically for files like this from now on.

Chicago Colloquium on Digital
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then you click Run here:

x
“ Do you want to run this application? \
< : Name: OCHRE 'I
‘.:.E') Publisher: University of Chicago i
-——

Location: https://ochre.lib.uchicago.edu

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the location and publisher above.

|| Do not show this again for apps from the publisher and location above
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and this happens:
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Application Blocked by Java Security i/
(')

For security, applications must now meet the requirements for the High or Very High security
settings, or be part of the Exception Site List, to be allowed to run.

More Information

Name: Tamino Java API , Too

Location: https://ochre.lib.uchicago.edu Bl Hul

Your security settings have blocked an application signed with an expired or
not-yet-valid certificate from running anitie

The OCHRE Data Service is staffed bv a team of research scholars. P

then you will have to perform a manual override of the Security Settings in your
Java Panel:



1 Search for Java and click ‘Configure Java’:

Programs (4

Java

@ java.exe
@ Visit Java.com

Control Panel (1)
| £ Java (32-bit)
Files (14)

|| ochre7 (1).jnlp
__| ochrel jnlp

[‘é’] tags.xml

@ UChicago CV.docx

®2 UChicago CV-Fenris2-2.docx
@] UChicago CV-Fenris2.docx

@ jxpiinstall.exe
&] Resume - IT Support Specialist (Oriental Institute).docx

J2 See more results
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2 In the Java Control Panel, click the Security tab:

|£| Java Control Panel E[i—‘

 General}| Java | securjty | Adv
s

About

View version information about Java Control Panel.

Network Settings

Network settings are used when making Internet connections. By default, Java will use the network
settings in your web browser. Only advanced users should modify these settings.

| Network Settings... |

Temporary Internet Files

Files you use in Java applications are stored in a spedial folder for quick execution later. Only
advanced users should delete files or modify these settings.

[ Settings... ][ View... ]

Java in the browser is enabled.
See the Security tab
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3 In the Security tab of the Java Control Panel, click Edit Site List:

| £ Java Control Panel

| General | Update | Java |: Security | Advanced

Enable Java content in the browser

Security level for applications not on the Exception Site list

(7) Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

@ High
Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.
IClick Edit Site List... ———
to add items to this list. Edit Site List..'\
g

Restore Security Prompts ] [ Manage Certificates... ]
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4 In Exception Site List screen, click Add:

L e —
— _ —

Applications launched from the sites listed below will be allowed to run after the appropriate security
| prompts.

Click Add to add an item to this list.

Ul FILE and HTTP protocols are considered a security risk. e
We recommend using HTTPS sites where available. TAdd entries in the table

K | [ cancd |

5 This will lead to this screen:

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

l Location
-https:waw.example.com!dir/ or REtps: [JWWw. example.com]app.html

Uy FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.




6 Insert url: https://ochre.lib.uchicago.edu, then click OK (do not click Add):

G (") Very Hig d]
—

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

Location

it‘lps: /fochre.lib.uchicago.edu/

Uiy FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.




7 In the Java Control Panel, you will see this; click OK

Java Control Panel

| General | Update | Java |: Security:| Advanced

Enable Java content in the browser

Security level for applications not on the Exception Site list

(©) Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

@ High
Java applications identified by a certificate from a trus thority are allowed to run, even if
the revocation status of the certificate cannot be verj

Exception Site List
Applications launched from the sites i below will be allowed to run after the appropriate security

I htms://o;:l'\re.lib.umicago.edu/ -

-

Edit Site List...

| Restore Security Prompts | | Manage Certificates... |
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8 You might see a warning. Click Run. If the same screen shows up again,
tick the box ‘I accept the risk ...’ click Run. Repeat until it finally accepts
that you really wish to run OCHRE.

Do you want to run this application?

Name: Tamino Java API

hl : ! ! Publisher: Software AG

Location: https://ochre.lib.uchicago.edu l

Running this application may be a security risk
Risk: This application will run with unrestricted access which may put your computer and personal

information at risk. The information provided is unreliable or unknown so it is recommended not to I

run this application unless you are familiar with its source Igu™
P Co

The certificate used to identify this application has expired. | fities

More Information B, Un
\istein

Select the box below, then click Run to start the application
["]1 accept the risk and want to run this application. Run

°Show Options

Lrante

9 Now you are in OCHRE:

8 omnprona 3 ) 3 :
5 Online Culrural and mstorical Besoarch Enviromment Online Cultural and Historical Research Environment
B Electronic Chicago Hittite Dictionary (OCHRE)
B The Leon Levy Expeditionto Ashkelon
B Marathi Online
8 OCHRE Tutorial
B Persepolis Fortification Archive Project Description
8 Ras shamra Témoignages et Informatiques The “Online Cultural and Historical Research Environment” (OCHRE) is an Internet database system for cultural and historical information.
It is intended for researchers engaged in artifactual, textual, and historical studies of various kinds. It is especially suitable for organizing.
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